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Today, in spite of the existing malware, the number of which is increasing day by day, it 

seems necessary to have a solution that can deal with this malware and can detect these 

malware. This study provides a way to improve the detection of malicious malware that 

causes damage to the software system. By first categorizing our data using a backup vector 

machine, we then optimize the data obtained using the cuckoo algorithm so that we can 

increase the accuracy of the data. The results of this study are the result of the remarkable 

accuracy of the proposed method. So that the proposed method was able to achieve 99% 

accuracy compared to other existing methods, and it can be said that the proposed method 

worked well and was able to correctly detect malware to a large extent and improve system 

performance. 

 

1.  Introduction 

 Malware is generally referred to as software that causes any 

damage to a personal computer, server, or computer network. 

Malware is malicious code that is upgraded to harm a 

computer or computer network. The number of malware is 

growing rapidly, and this amount of growth has led computer 

security researchers to invent new ways to protect computers 

and networks. The rapid growth of malicious code has 

always been one step ahead of the efforts of security experts 

to provide solutions to detect and remove them from users' 

systems. Despite this growth, however, older methods of 

dealing with malicious code, including waiting for a number 

of computers to be infected, detecting malicious code, 

designing a counter, and then presenting it to users and 

customers, are a long and inefficient process. It is possible 

for damage by malicious codes. Ways to detect malware and 

fix it in a timely manner can be used to deal with these 

malicious threats that cause the system to become infected. 

Reproduction and dissemination of malicious code may have 

adverse effects on various types of ordinary users, 

businesses, and governments using computer systems. For 

example, if a copy of malicious code infiltrates a computer 
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connected to a network, it could result in loss, unauthorized 

use, or a large amount of alteration. As a result, users will be 

unsure of the accuracy of the information on the network. 

Once logged in, your malware can attack things like sending 

spam emails, stealing information and hosting account 

passwords. Malware can use a variety of different methods 

and techniques to execute itself. For example, some of them 

use your system as a victim to carry out hacking operations 

on other systems, some of them collect users' personal 

information such as bank account number, password and 

usernames, and may even cause Destroy users in the system. 

With the prevalence of this type of attack, malicious activity 

has entered a new phase in which malicious code, instead of 

infecting computers, seeks to steal users' personal 

information in order to steal and defraud them. Accordingly, 

the number and harmful effects are increasing day by day. In 

order to identify these malicious malware, in this article, a 

new method is presented in order to populate and then 

improve the results. The proposed method is that first, after 

collecting a database containing a number of healthy files 

and a number of malicious files, to identify malicious 

malware from healthy software, the backup machine method 

is used for this segmentation, then using a meta-algorithm. 

http://www.crpase.com/
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Cuckoo tries to optimize and improve the results. The results 

of this study indicate a 99% correct diagnosis of the proposed 

method. 

2. Related Work 

     Alazab et al, In a 2020 paper Provided a way to identify 

malware in mobile applications. The researchers proposed an 

effective classification model of a combination of permission 

requests and API calls. Because Android apps use a large 

number of APIs, three different grouping strategies were 

used to select the most valuable API calls. To maximize the 

possibility of detecting malicious Android applications. The 

experimental results obtained from this research using a real 

malware data set containing a number of Android 

applications indicate that the proposed method in this 

research is effective in identifying mobile malware. And can 

help significantly in malware and program analysis [1]. 

     Alzaylaee et al, In a 2020 article, Presented a way to 

detect malware on Android operating systems. The 

researchers proposed a method called DL-Droid. This 

system is a deep learning system to identify malicious 

Android applications through dynamic analysis using 

appropriate input generation. Experiments with more than 

3,000 applications (malware and software) on real devices 

showed improved malware detection results. The results 

show that the DL-Droid can achieve a maximum of 97.8% 

detection rate (only with dynamic features) and 99.6% 

detection rate (with static + dynamic features) respectively, 

which can perform better than conventional traditional 

techniques [2]. 

     Darabian et al, In their 2020 paper, Presented a method 

for detecting malware. In this study, the researchers used 

sequential pattern extraction techniques to detect the 

repetitive coding sequence of malicious programs. 

Maximum recurring coding sequence patterns can be used to 

distinguish malicious from benign programs, then MFPs are 

classified as a feature based on KNN, SVM, MLP, and 

decision tree. The results of this study indicate that 99% of 

malware is detected [3]. 

     Taheri et al, In their 2020 paper Presented a way to 

improve the detection of malicious malware in applications. 

In their paper, the researchers presented four identification 

methods using the Hamming distance to find similarities 

between specimens that are first neighbors, all nearest 

neighbors, nearest neighbors, and nearest neighbors based on 

the K-medoid. This method detects malicious Android 

applications. It can also sound an alarm and can prevent the 

spread of malware. Research shows that the proposed 

method is 90% accurate [4]. 

     Pektas and Acarman , In their 2020 paper, presented a 

way to increase the detection accuracy of malware. In their 

research, the researchers used the API call diagram as a 

diagram of all possible execution paths that a malware could 

track at runtime. The embedding of API call diagrams, which 

has become a set of Mac-sized numerical vector features, is 

introduced into the deep neural network. The similarity is 

then taught for each binary function and tested effectively. 

The similarity is then taught for each binary function and 

tested effectively. This research also focuses on maximizing 

network performance by evaluating different embedded 

algorithms and adjusting various network configuration 

parameters to ensure the best over-combination of 

parameters and achieving the highest statistical metric value. 

The results of the evaluation of this proposed method 

indicate a 98% accuracy of the proposed method [5]. 

3. Proposed Method 

     In the proposed method, a new method is introduced to 

identify and detect malicious malware among applications. 

Then we optimize the results to increase the accuracy of the 

system. The proposed method is that we first provide the 

database with a database of more than 10,000 applications, 

including both malicious and healthy applications. Then, 

using the pattern recognition methods and using the backup 

vector machine, we try to give a suitable algorithm to this 

algorithm and then classify the programs from the two 

directions of malicious malware and correct applications. 

After identifying and categorizing the patterns using the 

cuckoo hyperbole algorithm, we try to improve the results 

obtained from the research and try to increase the accuracy 

of the system to a considerable extent so that the proposed 

method can justifiably remove the malware from the 

software Recognize. 

4. Support Vector Machine Classification Method 

     In the proposed method, we must first find a way to 

discover and categorize the patterns. To be able to separate 

malware from applications through this template and 

category [6]. We use SVM to do this. The backup vector 

machine works by assuming that we have the data set 

 {(𝑥1, 𝑐1), (𝑥2, 𝑐2), … , (𝑥𝑛 . 𝑐𝑛)}And we want to divide them 

into two classes 𝑐𝑖 = {−1,1}   Each 𝑥𝑖   is a p dimension 

vector of real numbers, which are actually the variables that 

represent software behavior [7]. Linear classification 

methods try to separate data by constructing a superficial. 

The backup vector machine classification method, which is 

one of the linear classification methods, finds the best 

surface cloud that separates the data related to the two classes 

with maximum margin [8] [9] . In order to better understand 

the content, the following figure shows an image of a data 

set belonging to two classes, in which the backup vector 

machine method selects the best super-surface to separate 

them. In the backup vector machine method, the input 

vectors are mapped to a multidimensional space [10]. After 

that, a surface cloud will be created that will separate the 

input vectors with the maximum possible distance [11] [12]. 

This super-surface is called the super-surface with the 

maximum separating boundary. As shown below, two 

parallel surface clouds will be constructed on either side of 

the surface with a maximum separating boundary that 

separate the data for the two classes in such a way that no 

data is placed at the boundary between these two surface 

surfaces [13]. A surface cloud with a maximum separating 

boundary is a surface cloud that maximizes the distance 

between two parallel surface clouds. It is assumed that the 

greater the separator boundary or, in fact, the distance 

between two parallel surface clouds, the smaller the 

classification error [14] [15]. 
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Figure 1. Support Vector Machine 

 

5. Use The Cuckoo Algorithm To Improve Tthe Results 

     In the next step, we have to optimize the patterns obtained 

from the previous step to improve the results and increase the 

accuracy. The proposed optimization method is to use the 

cuckoo algorithm. 

     In the next step, we will optimize the node energy using 

the cuckoo meta-heuristic algorithm. The cuckoo algorithm 

is one of the newest and most powerful evolutionary 

optimization methods. This algorithm uses the lifestyle of a 

bird named Face. This algorithm starts with an initial 

population. This population of cuckoos has a number of eggs 

that they will lay in the nest of a number of host birds. Some 

of these eggs are more similar to the eggs of the host bird, 

more likely to be the eggs of the host bird, more likely to 

grow into an adult cuckoo. Other eggs identified by the host 

bird are destroyed. The amount of eggs grown indicates the 

suitability of the nests in that area. The more eggs that can 

live and survive in an area, the more profit will be made to 

that area; Therefore, the situation in which the largest 

number of eggs are saved will be a parameter that the 

cuckoos intend to optimize [16] [17] [18]. 

• To solve an optimization problem, it is necessary to 

form the values of the problem variables in the form 

of an array. 

• In the cuckoo algorithm, the array is called Habitat. 

• In the next 𝑁𝑣𝑎𝑟  optimization problem, a Habitat 

will be an array var 1 ×𝑣𝑎𝑟  that represents the 

current living position of the cuckoos. This array is 

defined as follows. 

 

(1) 𝒂𝒃𝒊𝒕𝒂𝒕 = [𝒙𝟏, 𝒙𝟐, 𝒙𝟑, . , … , 𝒙𝑵𝒗𝒂𝒓] 
 

 

• The appropriateness of the current Habitat is 

obtained by evaluating (𝑓𝑝) in the Habitat, 

therefore: 

 

(2) 

 

𝑷𝒓𝒐𝒇𝒊𝒕 = 𝒇𝒑  𝒉𝒂𝒃𝒊𝒕𝒂𝒕

= 𝒇𝒑(𝒙𝟏, 𝒙𝟐, 𝒙𝟑, . , … , 𝒙𝑵𝒗𝒂𝒓) 

 

• As can be seen, the cuckoo algorithm is an 

algorithm that maximizes the profit function. 

• To use the cuckoo algorithm to solve the 

minimization problems, it is enough to multiply a 

negative sign in the cost function. 

• To start the optimization algorithm, we generate a 

Habitat matrix with size 𝑁𝑝𝑜𝑝 × 𝑁𝑣𝑎𝑟 . 

• A number of random eggs are then assigned to each 

of these habitats. 

• In nature, each cuckoo lays between 5 and 20 eggs. 

These numbers are used as the upper and lower 

limits of each cuckoo egg allocation in different 

iterations. 

 

Another real cuckoo habit is to lay their 

eggs in a certain range. 
𝑬𝑳𝑹
= 𝒂

×
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒄𝒖𝒓𝒓𝒆𝒏𝒕 𝒄𝒖𝒄𝒌𝒐𝒐𝒔 𝒆𝒈𝒈𝒔

𝑻𝒐𝒕𝒂𝒍 𝒏𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒆𝒈𝒈𝒔
× (𝑽𝒂𝒓𝒉𝒊 − 𝑽𝒂𝒓𝒍𝒐𝒘) 

 

(3) 

 

 
Figure 2. Shows The Framework Of The Cuckoo Algorithm. 

6. Evaluate The Proposed Method 

     The most important factor in evaluating malware 

detection methods is the use of metrics. To evaluate the 

accuracy of the proposed algorithm, a comparison was made 

between the SVM algorithm and other methods such as RBF,  

MLP and KNN, which the proposed method was able to 

obtain more accuracy than other algorithms. Also, an 

evaluation was performed between the cuckoo meta-

algorithm and other existing algorithms such as the gray wolf 

algorithm, the firefly algorithm and the PSO algorithm, in 

which the proposed algorithm could be more accurate. 

 



Reza Molaee Fard - CRPASE: Transactions of Electrical, Electronic and Computer Engineering 7 (1) Article ID: 2310, 1–4, March 2021 

4

 

 

 

 

Figure 3. Diagram comparing the accuracy of the Proposed 

method with other methods 

 
Figure 4. Diagram comparing the accuracy of the Proposed 

method with other methods

 

7. Conclusion 

     Malware is undoubtedly one of the most important 

security threats to information technology and will continue 

to be so. Over the years, from simple malware to more 

advanced threats such as advanced viruses such as today's 

advanced viruses have always been one of the most 

important reasons for security incidents. Malware is code 

snippets written by programmers to infect the system without 

the owner's permission and to perform unwanted or 

malicious actions. To prevent this malicious malware, a way 

must be taken to deal with these threats. One way to do this  

is to use pattern detection algorithms to detect these malware 

from applications. In this research, pattern detection method 

and backup vector machine classification are used to identify 

malicious malware. Then we tried to improve the results 

using the cuckoo meta-heuristic algorithm. Evaluations of 

the proposed method showed a very high accuracy compared 

to other methods. The main criterion for comparing 

algorithms is the use of accuracy algorithm. In the obtained 

results and studies, the proposed method was able to achieve 

99% accuracy and it can be said that this algorithm could 

achieve significant performance from other methods for 

detecting malware. 
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